Logical Fuzzing

Richard Johnson | switech@microsoft.com

CHECK

00ST
LEVEL FUZZ

§ &output INPUT(- B

Fuzz

=Z-5




Welcome

Introduction

Agenda
The Business dfuzzing
Fuzzinglechnology
Architecting a Framework
BennuConcept Tool



Fuzzing As We Know It

Fuzzingis a method of software testing

A high volume oéxceptionatlatais sent to
various interfaces of a target to locate faulty
program logic

Simple in concept, complex in practice
Hundreds offuzzershave been written

Fuzzinghas held up in practical testing
Many thousands of bugs have been identified



From a Business Perspective

Identifying flaws in software is Fuzzersareverycheap andveryeffective!
critical to the reliability and

security of our information Fuzzersare responsible for 70% of
systems the bugs Microsoft patched in 2006
Security critical bugs are very ~ Fuzzersare responsible for the L
expensive to fix in deployed it Tt o st o D ik st et (O
products

Fuzzersare responsible for the
Fuzzergproduce repeatable IFRAME bug, the .printer bug, etc
results useful for regression
testing

Fuzz testing should be
Integrated into the SDL



Comparing Methodologies

Manual Data Flow Analysis | AN
Can be performed on any form of code int main ( int argc, char™ argv )
Produces an undefined number of bugs {

FOO_STRUCfBO ;
Manual efforts are not repeatable or scalable

Very expensive and limited source of engineers " fooval = strdup (argv [1]);
foo.sz = strlen (foo.val);
Static Data Flow Analysis ,
vuln (&foo);
Can target classes of bugs }
Automated and repeatable .
High false positive rate }/O'd vuln (' struct  *foo )
Lacking effective algorithms char buf [STATIC_SIZE]
Dynamic Data Flow Analysis " stmepy (buf, foo->val, foo - >sz);
Can target classes of bugs
Automated and repeatable }

Solves some problems with static analysis
Lacking effective algorithms*



Fuzzing Technology



Initial Public Offering

"AOOIT -EIT AOh Results: 25% 33% of the utilities

Study of the Reliability of UNIX tested crashed, depending on the

50EI EOEAO6h Xi version of UNIX

) T 00T AGAAA O&O

dumbfuzzer iOur approach is not/ a
verification or testing procedures, but rather an

Fuzzed with unstructured, inexpensive mechanism to identify bugs and

random data i ncrease overall syste

Targeted command line
argument parsing on 90 console
utilities in 7 UNIX varieties



Initial Public Offering

Miller tried again in 1995 /A Crashed as many as 40% of
with improvements the console utilities and
X Windows clients 25% X windows clients
Network ports
Memory exhaustion None of the network
simulation facing code faulted

AOur 1995 study surprised us ... t
in the basic UNIX utilities seems a bit disturbing. The simplicity
of performing random testing and its demonstrated effectiveness

would seem to be iIrresistible to c




Valuable Input

Miller, inspired by the storm, used random
Input data

Mutationbased input performs
transformations on existing protocol data

Staticlists of values are used to target
common implementation defects and known

classes of bugs



Smarter Fuzzing

Fuzzinginterfaces with unstructured inputs
will yield limited results

Structured inputs allow for more effective
traversal of program states

This is where the art dtizzingbegins



